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How to Establish OpenVPN Tunnels (Authenticate with CA) via SmartVPN Client?

OpenVPN is an open source software application that implements virtual private network (VPN) techniques for creating secure point-
to-point or site-to-site connections in routed or bridged configurations and remote access facilities. It uses a custom security protocol
that utilizes SSL/TLS for key exchanges. It is capable of traversing network address translators (NATs) and firewalls.

OpenVPN allows peers to authenticate each other using a pre-shared secret key, certificates, or username/password. When used in a

multiclient-server configuration, it allows the server to release an authentication certificate for every client, using signature and
Certificate authority.

Remote Dial-in

Main Office by OpenVPN Remote User

- ’ Installed
> SmartVPN Client
Vigor3200 Series = <
(V3.6.3) N

OpenVPN General Setup

X

Port 1194

Port: 1194
Cipher algorithm AES128 v

Cipher methods: AES-128-CBC v
HMAC Algorithm SHA1 v

Authentication: SHAL hi
Certificate Authentication

%erllhcate Authentication
Note

The OpenVPN choice supported by Vigor3200 Series can work with Windows, Linux and Mac OS.
For the Windows-based PC, users can use SmartVPN client to simplify settings in the client devices.

Following is the step-by-step setting.

**Before setting, please make sure SmartVPN Client 4.1.0.1 is installed on the PC, and the firmware of the router is the latest version.
Also please install XCA on the PC to utilize the CA Server feature.

**We define the network diagram as below :
PC------ Internet------ Vigor 3200------ LAN
Settings of PC :

= |P address = 188.188.188.188
Settings of Vigor 3200 :

= WAN [P address = 200.200.200.200

= LAN: IP address = 192.168.1.1/24

XCA is a freeware for the CA Server. This article describes making the CA (Certificate Authentication) for Vigor users.

Part A : Time Setup

Please make sure the router is using Internet Time Client.

System Maintenance >> Time and Date

Time Information

Current System Time 2012 Mar9 Fri17 : 20 : 11

Time Setup

O use Browser Time

® uUse Internet Time Client

Server IP Address pool.ntp.org.
10f12 Time Zone (GMT-+18:00) Taipei ¥ 1 '7/1 1/1 3 23:33
Enable Daylight Saving O
Automatically Update Interval 30 min v
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® uUse Internet Time Client
Server IP Address
Time Zone
Enable Daylight Saving

Automatically Update Interval

http://webcache.googleusercontent.com/search?...

[pool.ntp.org

[ (GMT+08:00) Taipei

O
|30 min v |

(

oK ] [ Cancel ]

Part B : Making a Local Certificate and Trusted CA Certificate

Please go to Certificate Management >> Local Certificate to generate a Certificate Signing Request, and type related information in
the Subject Alternative Name and Subject Name sections.

Off

Quick Start Wizard
Service Activation Wizard
Online Status

WAN

LAN

NAT

Firewall

User Management
Objects Setting

CSM

Bandwidth Management
Applications

VPN and Remote Access

Wireless LAN

USB Application
System Maintenance
Diagnostics

External Devices

Product Registration

Certificate Management >> Local Certificate

Generate Certificate Signing Request

Subject Alternative Name
Type

Domain Name

Subject Name

Country (C)
State (ST)
Location (L)

Organization (0)

| Domain Name v

draytek.com

Organization Unit (OU) :;{(gxgéi;
Common Name (CN) vigor
Email (E)
Key Type RSA
Key Size

Certificate Management >> Local Certificate

After clicking Generate, you will see the following screenshot.

X509 Local Certificate Configuration

Name

Local

Subject

/C=TW/OU=draytek/CN=vigor

[ GENERATE | [ IMPORT | [ REFRESH |

X509 Local Certificate Request

Requesting

Status

Mo dify

1. Click New Certificate.

Launch XCA as CA Server

2. Choose Create a self signed Certificate with the serial in the signing section.

3. Click Apply All to apply the CA Template.

/e 1550 (e 2012 (@ droyt g3 o0

€ C ©192.168.1.1
£7 Ray Hotmal [ 225k () MWEREAEE (| | PvateKeys | Certificate

vf oV ol ol sl

R

! o X Centificate and Key management

Te)
Hel,

signing requests | Certificates | Templates |

M Internal name

o X Certificate and Key management

commonName

CA

Serial
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3. Click Apply All to apply the CA Template.

/e 550 (e 2012 (@ droyt g3 o0

@ o X Certificate and Key management

http://webcache.googleusercontent.com/search?...

€ C 01916811 DN

lists |
N | New Certificate ]|
@’ X Certificate and Key management e —
Create X509 Certificate
7] Subject | Extnsions | Key usage | Neboape | Advanced | ShoyDetals
‘
e Timport PKCS#12
Signing request
Sign this Certificate signing pequest ook TR
Copy extensionsfrom he equst Sho requst
Modify subject of the request
Signing
1
(® Create a slf signed certificate with the serial |1 | | !
Uss this Certificats for signing [ ]
Signature algorithn [smat v/
Template for the new certificate
| [default] C Program FilesvalCA

J
Apply extensions| [Apply subject| | Applyall | |

W FAQ | B AU P Dk

CE @ ok i T4 0528

. In Subject page, type a distinguishable or preferred name.
. Click Generate a new key to create a RSA 1024 bit for this Certificate.

. Click OK, and we have generated a Trusted CA Certificate well.

AT TG AT o x Certificate and Key management - [B]X]
& C O 19216811 File Import Token Help
£7 REmay Hotmail [ 2e0is () MAMABE (| | PriveeKeys | Certficte signing requests | Certficates | Templates | lists |
Intermalname  “ | commonllame CA | Serial Expirydate | |
Y VY Sl __ch Bt
L2coticnk i e Qs
Create X509 Certificate
| Souwe || Subject || Extensions | Keyussge | Netwape | Advanced |
Tnternal name |Dray CA test | organizati [ | ( Tinport PKCS#12 ]
countryName [TW ] organizationalUnitName ‘ - 7\ Import PKCS#7
Ao | | - |
lcaliyliame | fpmtada fosearyekoon | ]
Type Content

Add
/\

@ X Certificate and Key management

New key %
Pleass give a name to the new key and select the desired keysize
Key properties
Name ‘Dmy CA tesf ‘
Eebp[Rss _§
Keysize | 1024 bit | v
Creote Cancel ok | A § BLAETE. X
& SW 7 Dra S sk & FAQ F AU P Di Gy B XC B 3 X P * CE @ Jox 0 T4 0531

From Certificate Management >> Local Certificate, we copy the X509 Local Certificate Request and paste to the XCA.

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify

17/11/13 23:33
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From Certificate Management >> Local Certificate, we copy the X509 Local Certificate Request and paste to the XCA.

Certificate Management >> Local Certificate

http://webcache.googleusercontent.com/search?...

X509 Local Certificate Configuration

Name

Local

Subject

/C=TwW/OU=draytek/CN=vigor Requesting

[ GENERATE | [ IMPORT | [ REFRESH |

X509 Local Certificate Request

Status

Modify

Eile Import Ioken

Help

I Templates | Revocation lists ‘

Private Keys |< Certificate signing requests } Certificates

I { Internal name

commonMame Signed I New Request
I Export
[ Import
| Show Details
[ Delete
New Request

Columns

Impgrd
Pacte PEM data

>

( X Certificate and Key management

Import PKI Items

Import Al

Import

Remove from list

Details

J
J
Done ]
J
J
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I IMPOIt AL n | I
L 1
[ Import ]
[ Do )
[ Remove from list ]
[ Details |
7. Sign Certificate with right click and choose the Sign option.
B e — EEX
File Import Help
| Privats Keys | Certfcae signing equests | Cortfioates | Templates | Revocation lits
e 520
New Request
\ Import
e
Rename
e
Exgort D
Delete
Paste PEM data

Columns 4

{ X Certificate and Key management

Create x509 Cettificate

 Extensions 7']  Key usage  Netscape | A'rl’vamedwi

Signing request
Sign this Certificate signing request |vigor v/
Copy extensions from the request [ Show request ]

[] Modify subject of the request

50f12 17/11/13 23:33

Sieni

O Create a self signed certificate with the serial |1 I

[ © Use his Ceritote for signing Dray CA test V|
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Sieni

[] Modify subject of the request

http://webcache.googleusercontent.com/search?...

(O Create a self signed certificate with the serial |1

® Use this Certificats for signing Dray CA test vI|
Signature algorithm |SHA 1 v

Template for the new certificate

| [defonlt] C:\Program FilesixcalCA v

[Applyexﬁensions] [Applysubiect] [ Applyall ]

[ OKk_“ Cancel |

8. Export the Local Certificate to Vigor.

X Contficate snd Eeymamgement,——————— T |

o

Private Keys | Centificate signing requests | Centificates Templates on lists
[ Internal name oo’ commonName CA Serial Expiry date Revocation | i —
’ g f Dray CA test jos 4 Yes 01 2022-03-09 GMT CRL expires: 2012-03-09 GMT
‘ m vigor  vigor 02 2013-03-09 GMT I l Export J
Import
‘ Show Details
e 75
= Import PKCS#12
Certifikate export ﬁ =5 Tmport PKCS#7
Plain View

Off

Quick Start Wizard
Service Activation Wizard
Online Status

WAN
LAN
NAT

Firewall

User Management
Objects Setting

CSM

Bandwidth Management

Applications
VPN and Remote Access
Certificate Management

»
»

VoiP

Wireless LAN

USB Application
System Maintenance
Diagnostics

External Devices

Product Registration

Please enter the filename for the certificate.
Filename |D/ETLHUIATI PH2830_eabvigorent

DER is a binary format of the Certificate

PEM is a base64 encoded Certificate

PKCS#7 1s an official Certificate exchange format

PKCS#12 is an encrypted official Key-Centificate exchange format

Centificate Management >> Local Certificate

s

Import X509 Local Certificate

Select a local certificate file.
FIBEER

[ impor ]

Click Import to upload the local certificate,

Q2 A

17/11/13 23:33

B0 | 0283000 v
% 3rd-party CA Server-CA How to connect IPSec with ¥.509 from Smart VPN Client to Vig
EDray_CA_testert
AR B
@
S
FE I
FHEER
| q E-Ei0) vigorcrt

v mEo |
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>

VolP

Wireless LAN

USB Application
System Maintenance
Diagnostics

External Devices

Product Registration

(C7)
AT
AT
T
a8 Q: |vigor.cn v‘ l EEOM|
WELESEH  mrenm:  [Haex v (=& ]
O Mo A=A ®)

Certificate Management >> Local Certificate

WAN

LAN X509 Local Certificate Configuration

NAT

Firewall

User Management
Objects Setting
CSM

Local /C=TW/OU=draytek/CN=vigor

Name Subject Status Modify

[ GENERATE | [ IMPORT | [ REFRESH |

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management

»

VolP

Wireless LAN

USB Application
System Maintenance
Diagnostics

External Devices

¥ Certificate Information - Google Chrome = | (=)

® 192.168.1.1doc/KLoCEVi him

Name : Local

5<script>reordez_subject ("/C=TW/CN= ;
|jos/emailiddress=jos@draytek.con")

Issuer :

Subject : 5<scrip:>reorder_subjecc ("/c=1'w/'ou=drew‘

|ytek/CN=vigor") ;</script> 4

Subject Alternative Name : !DNS:draytek.uom ‘

|2

Product Registration |
valid From : ar 148 T
valid To : Mar 9 09:48:00 2013 GMT
All Rights Reserved §
[ S |
9. Export the Trusted CA Certificate (Dray_CA _test.crt) to Vigor.
Private Keys | Centificate signing requests | Certificates | Templates | Revocation lists
[ Serial
‘ = Yes [ New Centificate ]
‘ o X Certificate and Key management | Expart |
P [ Import ]
Certifikate export J& = ( Show Do ]
7P!eass enter the filename for the certificate. [ Delete ]
Filename DS TR +2830_swolDrmy_CA_tstort [ Tmport BKCS#12
DER is & binary format of the Certificate ( Import PKCS#7 ]
PEM is a basef4 encoded Certificate —
PKCS#7 is an official Certificate exchange format [ Ploin View ]

PKCS#12 15 an encrypted official Key-Certificate exchange format

Off Certificate Management >> Trusted CA Certificate

Quick Start Wizard
Service Activation Wizard

Import X509 Trusted CA Certificate

Online Status

WAN
LAN
NAT
Firewall

Select a trusted CA certificate file.

BEER | REEER

Click Import to upload the certification.

Foee | Coume

User Management
Objects Setting
CSM

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
»

P
»

VolP

Wireless LAN

USB Application

System Maintenance
Diagnostics

External Devices

BRO: | 5 28300a
[2) 3d-party C.

v o @

FeRARIS

http://webcache.googleusercontent.com/search?...
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VPN and Remote Access
Certificate Management
»

.
VolP

Wireless LAN

USB Application
System Maintenance
Diagnostics

External Devices

[=) Srd-party LA Server-ALA How 10 connect LFNec With £.5UY trom Smart YN Llent 10 Y1y

Product Registration > r 5 i
«l i s T
Off Certificate Management >> Trusted CA Certificate
WAN
LAN X509 Trusted CA Certificate Configuration
NAT
Eirewsll Name Subject Status Modify

User Management
Objects Setting

CSM

Bandwidth Management

Trusted CA-1

T y Certificate Information - Google Chrome

Applications T] ® 192.168.1.14d0c/HCaCEVil htm

VPN and Remote Access
Certificate Management

/C=TW/CN=jos/emailaddress=jo...

Certificate Detail Information

»

VolP

Wireless LAN

USB Application
System Maintenance
Diagnostics

External Devices

Product Registration

All Rights Reserved.

Certificate Name:

Issuer:

Subject:

Subject alternative Name:

valid From:
Valid To:

Trusted CA-1

[/c=Tu/cN=30s/emailiddress=josBdrayteK
|.com 4“

/C=TW/CN=3jos/enailiddress=jos@ drayr.e)#
.com Y

| ;
Mar 9 09:28:00 2012 GMT
Mar 9 09:28:00 2022 GMT

<

1. Click New Certificate button on XCA.

Part C : Making a Private Certificate and Private key for the PC

2. Sign with the Trusted Certificate, and go to the Subject tab.

( X Certificate and Key management

Create x509 Cettificate

Source “Subiectlﬂ Extensions | Keyusage | Netwape | Advanced |
—

Signing request
[] Sign this Certificate signing request
Copy extensions from the request

Modify subject of the request

Sieni

\igor

Show request

(O Create a slf signed certificate with the serial |1

|Dray CA test

I (® Use this Certificate for signing

Signature algorithm |SHA 1

Template for the new certificate

| [efanlt] C:\Program FilestxcalCA

v

[Applyexﬁemionsj [Applysubject] [ Applyall J

OK

| [ Cancel ]

http://webcache.googleusercontent.com/search?...
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e T -

[Apply exhensions] [Apply subjecq f Applyall -]

[ ok [ Comel |

3. In Subject page, type a distinguishable or preferred name.
4. Click Generate a new key and create a RSA 1024 bit key for this Certificate.

5. Click OK, and we have generated the Trusted CA Certificate well.

o X Certificate and Key management
File Impq -

e
Soure | Subject | Extensions | Keyusage | Netwape | Advanced |
e
Internal izt
o | — —
countryName h’W izt i | ‘
Delete
stateOrProvinceName I ios ‘I
Iocaliyliame ‘ e | ] Import PKCS#12
Import PKCS#7
Type Content Add

o’ X Certificate and Key management

New key %
Please give a name to the new key and select the desired keysize
Key properties
Name \jus |
Keytype |RSA v
Keysize |1024 bit v|
— [ Create ][ Comcel | !
Database:D:/CA2 xdb

6. Export the Private Certificate (jos.crt) to PC.

{ X Certificate and Key management

File Import Token Help

Private Keys | Certificate signing requests | Certificates | Templates | jon lists |
Internal name = commonlame CA Serial Expiry date Revocation -
& Nop DmkChbd jos v i 01 2022-12-24 GMT  CRL expires: 2012-12-24 GMT
P jos 03 2013-12-24 GMT I Fot 1l
Pam vieor vigor 02 2013-12-24 GMT
R B 7x
o
Certifikate export M Tmport BKCS#1Z
Please enter the filename for the certificate. Import PKCS#7
Flra [0 A [=

DER is a binary format of the Certificate

PEM isa basefid encoded Certificate

PKCS#7 is an official Certificate exchange format

PKCS#12 is an encrypted official Key-Centificate exchange format

Export Format ()38 §%0{e%

7. Export the Private Key (jos.key) to PC.

17/11/13 23:33
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7. Export the Private Key (jos.key) to PC.

o’ X Centificate and Key management

Intemal name T Size Use = Password
(B e TG T G ]
. DraylkCA test RSA 07 bRt T Common Export
 TT——— o=
Import PFX (PKCS#12)
Key export % Show Detais
Please enter the filename for the key.
Filename |D:AETCHUMEloskey | i)
 S—

DER is a binary format of the key without encryption
PEM is a basefi4 encoded key with optional encryption
PKCS#8 is an encrypted official Key-exc format

Export Format [

When exporting the private key it should be encrypted.
Export the private part of the Key too

[[] Export as PKCS#8

[ Encrypt the Key with a password

Part D : Setup for OpenVPN Dial-In User on the Router

1. Please go to VPN and Remote Access >> OpenVPN General Setup, and follow the OpenVPN setting as the screenshot below.

Vigor3200 series —B Dray Tek

Multi-WAN Security Router

Quick Start Wizard

VPN and Remote Access >> OpenVPN General Setup

Service Activation Wizard OpenVPN General Setup

Online Status Port ‘11947
m{" Cipher Algorithm [AES128 ¥

NAT HMAC Algorithm [sHat v
E:::vn::"ngemem Certificate Authentication

Objects Setting
CSMm
Bandwidth Management
Applications
VPN and Remote Access
P VPN Client Wizard
P VPN Server Wizard
» Remote Access Control
P PPP General Setup
P IPsec General Setup
P IPsec Peer Identity
» OpenVPN General Setup
» Remote Dial-in User
P LANto LAN
P VPN TRUNK Management
P Connection Management
Certificate Management

Note: OpenVPN on vigor only support UDP protocol and TUN device interface currently. So please setup
corresponding configurations on the client side.

2. Go to VPN and Remote Access >> Remote Dial-in User to set up the profiles for Dial-in users. About the user name and
password, we define jos/jos for OpenVPN.

Off v m VPN and Remote Access >> Remote Dial-in User

Quick Start Wizard
Service Activation Wizard

1 0 Of 1 2 Online Status User account and Authentication USBFAERE

Enable this account o ey 10:d =
WAN assword(Max 19 char) |
LAN Idle Timeout [300 second(s) ( )

NAT [ Enable Mobile One-Time Passwords(mOTP)

Firewall Allowed Dial-In Type PIN Code l:’
User Management

Objects Setting [ ppTP Secret [ |
csM

Index No. 1

17/11/13 23:33
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Quick Start Wizard
Service Activation Wizard
Online Status

WAN
LAN
NAT
Firewall
User Management
Objects Setting
CSM
Bandwidth Management
Applications
VPN and Remote Access
P VPN Client Wizard
» VPN Server Wizard
» Remote Access Control
P PPP General Setup
» IPsec General Setup
P IPsec Peer Identity
» OpenVPN General Setup
» Remote Dial-in User
» LANto LAN
» VPN TRUNK Management
P Connection Management
Certificate Management
SSL VPN
USB Application
System Maintenance

Admin mode

Index No. 1

http://webcache.googleusercontent.com/search?...

User account and Authentication
Enable this account
Idle Timeout |3EID second(s)

Allowed Dial-In Type

O ppTp
[ 1psec Tunnel
O L2TP with IPsec Policy [fone

[ ssL Tunnel
OpenVPN Tunnel

[J specify Remote Node
Remote Client IP

[,
orpeero | ]

Netbios Naming Packet & pass O Block
Multicast via VPN Opass @elock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Subnet

Wana &l

Username [jos ‘

Password(Max 19 char) ane

[] Enable Mobile One-Time Passwords(mOTP)

secret | ]

IKE Authentication Method
Pre-Shared Key
IKE Pre-Shared Key

Digital Signature(X.509)

IPsec Security Method
Medium(AH)
High(ESP) DES 3DES AES

Local ID (optional) [

3. Go to SSL VPN >> General Setup to set up the Server Certificate Handshake Key for Dial-in users, and here for the Server

Certificate we choose “Local”, which represents the Local Certificate for OpenVPN user we have generated in Part B.

Vigor3200 Series

Multi-WAN Security Router

c— A

Quick Start Wizard
Service Act n Wizard
Online Status

WAN
LAN
NAT
Firewall
User Management
Objects Setting
CSM
Bandwidth Management
Applications
VPN and Remote Access
Certificate Management
SSL VPN

P General Setup

P SSL Web Proxy

P SSL Application

P User Account

P User Group

DrayTek

SSL VPN >> General Setup

SSL VPN General Setup

Port [@43 (Default:

443)

Server Certificate [Local ¥

1l 1
OHigh - AES(128 bits) and 3DES
® Default - RC4(128 bits)
O Low - DES

Note: The settings will act on all SSL applications.

Part E : Setup for SmartVPN Client

Now there are three files to import into the SmartVPN client—Trusted CA Certificate (Draytek CA_test.crt), Private Certificate
(jos.crt), and Private Key (jos.key).

<~ DrayTek Smart YPN Client 4.1.0.1

Viaar2200 Sariee

Cancel

|| Profile Name : |Profile 6

DrayTek

[[] Auto re-dial after disconnect.
DrayTek i vy Redilitys
[ Auto run when system start up. Open¥PH Setting
PN Server IP[HOST Name(such as 123.45.67.8 T
Step 0. EnablejAllow IPSec NAT-Traversal and L2TP Port: [1194 \
This step will add the ProhibitIpSec registry value and the E E E % . =
AssumeUDPEncapsulationContextOnsendRule registry value to  200.200.200.200 Gephecmethods |gs-128-CeC vl
computer. For more infomation, please read the article Q240262 . = 1 —"
and Q816043 in the Microsoft Knowledgement Base. User Name : i Adthentication [swat v‘
Password : o= %e Authentication
Configure En o : CA cert:
Step 1. Dial to ISP o Socr il For i Client cert:
If you have already gotten a public IP, you can skip this step. — : :
Type of YPN Client key:
1 ™ T
1 2 Ore OLzrp [IFallback to SSL Tunnel
O 1PSec Tunnel OL2TP over -
Port: 443
Step 2. Connect to YPN Server (O SSL VPN Tunnel (® OpenVPN!
PPTP Encrypti
Profile 6 v [ comeat | S [« ] [ concel |
1 Insert ] [ Remove J [ Setup ]
Status: No connection Open¥PN 1P @ YPN @ || [ use default gateway on remote network
Certilicate Management
11 of 12857 [« ] [ concel ]
USB Application

After establishing the OpenVPN tunnels, the PC will be able to access the Vigor 3200's LAN successfully.
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Status: No connection

Certificate Management
SSL VPN

USB Application

Open¥PN

ISP & VPN & [J use default gateway on remote network.

Lx ]

[ concel ]

http://webcache.googleusercontent.com/search?...

After establishing the OpenVPN tunnels, the PC will be able to access the Vigor 3200's LAN successfully.

Quick Start Wizard
Service Activation Wizard
Online Status

WAN
LAN
NAT
Firewall
User Management
Objects Setting
CSM
Bandwidth Management
Applications
VPN and Remote Access
P VPN Client Wizard
P VPN Server Wizard
» Remote Access Control
» PPP General Setup
P IPsec General Setup
» IPsec Peer Identity
P OpenVPN General Setup
» Remote Dial-in User
P LANto LAN
» VPN TRUNK Management
» Connection Management
Certificate Management
SSL VPN
USB Application
System Maintenance

Read 25 times
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VPN and Remote Access >> Connection Management

Dial-out Tool

Refresh Seconds : |10 ¥

General Mode:
Backup Mode:

Load Balance Mode:

VPN Connection Status
Current Page: 1

Page No.

VPN Type Remote IP  Virtual Network Tx

= 188.188.188.188
via WAN1

OpenvPN

P
AES-SHAL Auth 192.168.1.11/32 14

(jos)
Local User Database

Rx
Pkts Rate(Bps) Pkts Rate(Bps)

Tit Ri UpTime

52 20 52 0:0:31

fron
fronm
y from

y from

from

192.168.
from 192.168.

B
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